NHOOPMAIIMOHHAS ITAMATKA

JIISI OBYUYAIOLUXCSI 11 PASMEIEHUS

C KaXXAbIM T'OAOM MOJIOACKHU B HHTECPHETC CTAHOBUTHCA 6OJ'IBH_IC, a IKOJbHUKK OJHH H3 CaMBIX
aKTMBHBIX IOJIb30BaTelCH PYHCTa. Mexc}ly TEM, IOMUMO OI'POMHOI'0 KOJIMYCCTBaA BO3MO)KHOCT€I71, HWHTCPHET
HCCECT U Hp06ﬂeMI)I. OTa maMmsTKa JOJIXKHa IIOMOYb TeOe Oe30macHo HaXOJHUTHCA B CCTH.

KomnbloTepusie BHpYyChbI

KomnbrotepHslii  BUpyc - 3TO  PasHOBUAHOCTh  KOMIIBIOTEPHBIX  IPOrpamMM, OTIMYUTENbHON
0COOEHHOCTBIO KOTOPOW SIBISIETCS CIIOCOOHOCTh K pa3MHOXKCEHHUIO. B gomoiHeHwe K 3TOMY, BHPYCHI MOTYT
MOBPEINTh WM MOJHOCTHIO YHHYTOXXKUTh BCE (Daiyibl U AAaHHBIE, MOAKOHTPOJIBHBIE MOJb30BATENI0, OT MMEHH
KOTOpOTo OblJla 3amylieHa 3apakKeHHas MporpamMMa, a TakKe TOBPEIUTh WIM JaXe YHUUYTOXKHTH
OTIEPallHOHHYI0 CHUCTEMYy CO BCeMH (ailaMu B LEJIOM. B OONBIIMHCTBE CIIydaeB PacpOCTPAHSIOTCS BUPYCHI
4yepe3 HHTEepPHET.

MeTo/pI 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM:

1. Vicrionb3yit coBpeMEHHBIE ONEPAllMOHHbBIE CUCTEMBI, UMEIOIIIUE CEPbE3HBIN YPOBEHD 3aIUTHI OT BPEAOHOCHBIX
Iporpamu;

2. TlocTosHHO ycTaHaBnWBaii TMayTH (UUGPOBBIE 3alUIATKH, KOTOpPHIC aBTOMATUYECKH YCTAaHABIMBAIOTCSI C
LEeNpI0 TOpa0OTKM TPOTpaMMbl) W Jpyrue OOHOBJICHWS CBOEH OmepanwoHHONW cucteMbl. CkaunmBail WX
TOJIBKO € oUIIMANBHOTO caita pa3paborunka OC. Ecinu CyliecTByeT peXMM aBTOMAaTHYECKOrOo OOHOBJICHUS,
BKJIIOYH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IOJ TpaBaMH IOJH30BATENS, a HE aAMHUHHUCTPATOpa. DTO HE IMO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX IPOrPaMM WHCTAJUIMPOBATHCS HAa TBOEM IEPCOHAIIBHOM KOMITBIOTEPE;

4. HWcnonp3yli aHTUBHUPYCHBIC MPOTPAMMHBIC TPOJYKTHl M3BECTHBIX POM3BOJIUTEINICH, ¢ aBTOMATHYECKUM
oOHOBJIEHHEM 0a3;

5. OFpaHI/I‘{I: CI)I/IBI/ILIGCKI/II\/'I JAOCTYII K KOMIIBIOTCPY I TOCTOPOHHUX JIUIL;

6. HUcnone3yii BHemHUE HOCHUTENW HH(OpManmu, Takue Kak (uienika, JUCK win (ailsl u3 HHTepHETa, TOIBKO
13 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKkpbIBaii KOMMbBIOTEpHbIE (aiibl, MONyYeHHbIE W3 HEHAJAEKHBIX MCTOYHHKOB. Jlaxe Te (ailisl,
KOTOPBIE MTPUCIIAN TBOW 3HAKOMBIX. Jlydille yTOUHH y HEro, OTIPAaBIIslI JIM OH TeOe UX.

Cetn WI-FI

Wi-Fi - aT0 He Bu mepefayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JHIIL OpeHa, Mapka. Eme B 1991 roxy
HUZEpiaHCcKas KommaHus 3apeructpupoBana Openg "WECA", uto obo3Hauano cinoBocoueranue "Wireless
Fidelity", koTopsblif nepeBoauTCs Kak "0ecpoBOAHAS TOUHOCTS "

Jlo Hamero BpeMeHM Jouuia Apyras a0bOpeBuarypa, KOTOpas SBISETCS TakoW e  TexXHOolorumei. OT1o
aOOpeuarypa "Wi-Fi". Takoe Ha3BaHue OBbLIO JaHO C HAMEKOM Ha CTAaHIAPT BBICIICH 3BYKOBOW TEXHHUKH
Hi-Fi, uro B mepeBoje o3Ha4aeT "BbICOKAst TOYHOCTD".



Jla, OGecIIaTHBIA HWHTEPHET-IOCTYI B Kade, OTEIIX W a’poIOpTax SBISAETCS OTIMYHOM BO3MOKHOCTBIO
BHIXOJa B UWHTepHET. HO MHOTrHE OSKCIEPTHI CYMTAIOT, 4TO obImenocTymHbie Wi-Fi ceT He SBISIOTCS
0€e30I1aCHBIMH.

CoBeTblI 10 6€30MacHOCTH PabOThI B 00LIEOCTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro m4aHyI0 HHQOpMaImio depe3 obmenocrynaeie Wi-Fi cetn. Paboras B HuX, KeTaTensHO
HE BBOJIUTH MAPOJIU TOCTYIIA, JOTHHBI M KaKUe- TO HOMEpa;

2. Ucnone3yit v OOHOBISIH AHTHBHPYCHBIE MporpaMMbl U OpanmMayep. Tem caMbIM Thl 00€30TacHIIb ceOst
OT 3aKauKH BHPYCa Ha TBOE YCTPOWCTBO;

3. Ilpu ucnonmp3zoBannu Wi-Fi otkimroun dyakmuro "O6muit gocTyn K ¢daiinam n npuatepam”. JlanHas (QyHKOWS
3aKppITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPHIC MOJIb30BaTENN aKTUBHPYIOT €€ IS yJ00CTBa MCIOIb30BaHUS B
pabote win yaeoe;

4. He wucnonw3yit nmyonmunsii WI-FI s nepenaud JHYHBIX JaHHBIX, HAPUMED IS BBIXO/A B COI[UANIbHBIC
CETH WIH B 3EKTPOHHYIO MIOUTY;

5. Ucnonp3y#t TopKo 3amumenHoe coeanaenue depe3 HTTPS, a ue HTTP, 1.e. mpu Habope BeG-ampeca BBOAU
nmenHo "https://";

6. B moOmmpHOM Tenmedone otkimroun QyHknuto "llogxmrouenune k Wi-Fi tapromarnuecku”". He momyckait
aBTOMAaTHYECKOTO MOAKIIOYCHHUsI ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

ConuajabHbI€e CeTH

COI_II/IaJ'ILHLIG CCTU AKTHBHO BXOIAT B HAIIly KW3Hb, MHOI'MC JIFOU paGOTaIOT " KUBYT TaM IIOCTOSIHHO, a B
Facebook YKE€ 3aperuCTpupoBaH MHWJIJIMAPA YCJIOBCK, YTO SABJISACTCA OHHOﬁ CeZ[LMOfI BCEX JKHUTENICH ILIaHCTHI.
MHorue 1oJab30BaTeIn He IIOHUMAKT, 4YTO I/IH(i)OpMaHI/IH, pasMC€luICHHasAs WMHU B COLUAJIBHBIX CETAX, MOXKET
OBITh HaﬁueHa U HUCNOJIb30BAHA KEM YIOJHO, B TOM 4YHCIIC HC 00s13aTebHO ¢ OJaruMHU HaMCpPCHHUAMMU.

OcHOBHBIE COBETHI O OE30MTACHOCTH B COITHAIBHBIX CETAX:
1. Orpanmnub cUCOK Apy3eil. Y Te0s B APy3bAX HE JOIDKHO OBITH CIyYalfHBIX M HE3HAKOMBIX JIIOJICH;

2. 3ammiai CBOIO 4acTHYIO >kM3Hb. He ykaswiBail mapoinu, TeneoHBI, azpeca, JaTy TBOETO POXICHHUA H
JpYTYI0 JHYHYIO WHQOPMAIUIO. 3JIOYMBIIIICHHUKHA MOTYT HCIOJIL30BaTh Jaxke HH(OOpMAIMI0O O TOM, Kak
Tl U TBOM POJUTEINN IUITAHUPYETE MPOBECTH KaHUKYJIBL;

3. 3amuimaii CBOIO pemyTalHio - AepPKH €€ B YUCTOTE W 3aJaBail cebe Bompoc: XoTesn Obl ThI, YTOOBI ApyTHE
MOJIb30BATENIN  BHJENIM, 4YTO Thl 3arpyxaems? [logymaii, mpexkie yemM 4YTO-TO OMyOJMKOBATh, HANHUCATH U
3arpy3uTh;

4. Ecau THI TOBOPHUIIb C JIFOJIBMHU, KOTOPBIX HE 3HAEIIb, HE MCIIOJIB3YH CBOE PEaJbHOE UMs U JAPYTIYIO JINYHYIO
nH(GOPMAITUHU: UM, MECTO JKUTEIHCTBA, MECTO YIEOBI U TIpOUEE;

5. Usberaii pasmemienust ¢ororpaduit B MHTEpHETE, T ThI M300paKEH HA MECTHOCTH, IO KOTOPOH MOXKHO
OTIPEIETTUTH TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpani B COIMANBHOW CETH HEOOXOIMUMO HCIIONB30BAThH CIIOKHBIE TTAPOIH, COCTOSIINE U3 OYKB
Y QP U C KOJMIECTBOM 3HAKOB HE MEHee &;

7. Jlns comMaNbHONW CETH, TOYTHl W JPYTHX CAMTOB HEOOXOIWMO MCIOJB30BaTh pa3HBIC Mapoiik. Torma ecim
Te0s B3JIOMAIOT, TO 3IOYMBIIIICHHUKH MOJTyYaT JIOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



3J'leKTpOl-lHLle ACHbI'H

BHGKTpOHHHC JCHBI'M - OTO OYCHb yI[O6HI>II\/'I croco6 HJ'IaTe)KCfI, OJHAKO CYHICCTBYIOT MOIIICHHUKH,
KOTOPBIC XOTAT IMOJYYUTH 3TU ACHBI'U.

OIEKTPOHHBIC JIEHBI'M MOSIBUIMCH COBCEM HENaBHO MU MMEHHO M3-3a 3TOI0 BO MHOTHX TOCYJapcTBax [0
CHUX TIOp HE MPOITUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM QYHKIIMOHHPYIOT M O HUX YK€ MPOIMUCAHO B 3aKOHE, IJI€ MX Pa3ACiiOT HAa HECKOJIBKO
BHUJIOB - aHOHHMHBIC U HE aHOHMMHBIC. Pa3HHUIIa B TOM, YTO AaHOHMMHBIE - 3TO T€, B KOTODPBIX pa3peliacTcs
MPOBOJUTE ONEpalnuu 03 WACHTH()HUKAIMK 1TOJIH30BATENs], 2 B HCAHOHUMHBIX UACHTU(UKAINS TT0JIb30BaTEINS
SIBJISICTCS 00S3aTSIBLHOM.

Taxke ciemyeT pasiauyarh DJIEKTPOHHBIC (QUATHBIE NEHBIH (PaBHBI TOCYJApCTBEHHBIM BAIIIOTaM) H
JJIEKTPOHHEBIE HedUaTHBIE JeHBIHW (HE pPaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO OE30MACHON PabOTe € ANEKTPOHHBIMH JICHBIAMU:

1. TlpuBsxu K cueTy MOOHMIIBHBIN TenedoH. DTO caMblil YIOOHBIH 1 OBICTPBIM CTOCOO BOCCTAHOBUTH JOCTYN K
cuery. [lpuBszaHHBI TeneoH TMOMOXKET, e€ci 3a0yAelIb CBOW IIATEXXHBIA MapoJib WU 3aiijielh Ha CalT
C HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonw3yit omHopaszoBeie mapond. llocie mepexona Ha yCHICHHYIO aBTOpH3AalHMI0 Tede yxke He Oynmer
yrpoXKaTh OMACHOCTh KPaXKW HWIIU TepexBata IJIaTeKHOTO Mapodis;

3. Beibepu crnoxsbii maponb. llpectymHmkam OymeT He TpPOCTO yrajaTh CIOXKHBIA mapoib. HamexHbie
HapOJIH - 3TO MApOJIM, KOTOPbIE COAEPKAT HE MeHee § 3HAKOB M BKJIIOYAIOT B ce0sl CTPOUYHbIE U HPONHUCHBIE
OykBbl, HIHM(PBHI U HECKOJIBKO CHMBOJIOB, TaKHMe€ KaK 3HaK Aojulapa, (yHTa, BOCKIMLATENbHBIA 3HAK W T.IL
Hanpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIC TAHHBIC HA CAHTAX, KOTOPHIM HE JIOBEPSCIIIb.
JJIeKTPOHHASI MOYTA

ONeKTpOHHAsT T[0YTa - O3TO TEXHOJOTHUS ¢ TPEJOCTABISIEMBbIE €0 YCIYyTH MO TNEPECHUIKE U
MOJTyYEHUIO DJIEKTPOHHBIX COOOMICHMI, KOTOpPBIE PpACHpPEIeNsIoTCs B KOMIbIOTEpHOW — cetu.  OOBIYHO
AJNIEKTPOHHBIM TIOYTOBBIA SIUK BBITJIAIUT CIEAYIOIUM 00pa3oM: UMs_TOJb30BaTeIsA(@UMs_JoMeHa. Taxoke
KpOMe Iepe/iauu IPOCTOro TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBarh (haiibl.

OCHOBHBIE COBETHI 110 0€30IACHON PadOTE C IJCKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh mpaBWIIBHBIA IOYTOBBIA cepBUC. B wHHTepHETEe ecThb OrpOMHBIN BBIOOp OecrIaTHBIX
MTOYTOBBIX CEPBUCOB, OJJHAKO JYHIIIE JOBEPSTh TEM, KOTO 3HACIIb U KTO MEPBBIN B PEHTHHTE;

2. He yka3piBaii B TuuHON mouTe JM4HYy0 HHpopMamio. Hanpumep, mydiie BeIOpath "My3bIKanbHBIN (aHaT@"
i "pok2013" Bmecto "Temal3";

3. Hcnone3yil ABYX3TAMHYI aBTOPU3AIHIO. DTO KOT/Ia MOMHMO MapoJjisi HY>)KHO BBOJUTH KO/, MPUCHLIACMBbIH
no SMS;

4. Beibepu CIOXKHBIA Mapoib. s KaKaoro MOYTOBOTO SIITUKA JTOJDKEH OBITh CBOM HAJS)KHBIA, YCTOWYUBEIN K
B3JIOMY MapOJIb;

5. Eciu ectb BO3MOXHOCTh HalucaTh CaMOMY CBOM JIMYHBIA BOIPOC, UCTIONB3YH 3TY BOBMOKHOCTb;



6. Hcnonb3yld HECKOJIBKO ITOYTOBBIX SIMIUKOB. [IepBBIM 1T YaCTHOH MEPENMUCKHU C aJpecaTaMi, KOTOPHIM ThI
JOBepsielIb. JTO IEKTPOHHBIN ajpec He HaJ0 UCTIOIh30BATh MIPH PETUCTPAIlUH HA (OpyMax U calTax;

7. He otkpbiBail (ailiel W Apyrue BIOKEHHUS B MUChbMax, JakKe €CIIM OHU MPHIILIIN OT TBOUX Apy3eit. Jlyurre
YTOYHH y HUX, OTIIPABJISLTN JIN OHU TeOe 3TH (aiibl;

8. Ilocine oxoHuaHWs pabOTHI Ha TOYTOBOM CEpBHCE IEpel 3aKPhITHEM BKIAJIKH C CAHTOM He 3a0yIb HaXKaTh
Ha "Beriitu".

Ku6epOy JIMHT WM BUPTyaJbHOE H31€BaTEeIbCTBO

KubepOymmuar -  mpecnemoBaHne  COOOIICHHWAMH, — COACPXKAIIIMH OCKOpPOJIEHUS,  arpeccHio,
3alyrUBaHUe; XYJIHUTAHCTBO; COIMATBHOE OOHKOTUPOBAHUE C IOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0pBOE ¢ KNOEePOYIITHHTOM:

1. He Opocaiicst B 60#i. Jlyumuii crmoco0: MocoBETOBaThCS Kak ceOs BECTH U, €CJIM HET TOro, K KOMY MOXHO
00paTuThCsA, TO BHAYAJIE YCIOKOMTHCS. ECIH Thl HAYHEIIb OTBEYaTh OCKOPOJCHUSMH Ha OCKOPOJICHHS, TO
TOJIBKO elle OOJIbIIEe Pa3oXkKeIIb KOHPIUKT;

2. YmpaBnsii cBoel KnbepperyTanuei;
3. AHOHMMHOCTH B ceTH MHHMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He croutr BecTH XynaWraHCKWii 00pa3 BUPTyalbHOW XH3HH. VHTEpHET (UKCHpPYeT BCe TBOM JICHCTBUS H
COXpaHseT HMX. YJanuTh uX OyAeT KpaiHe 3aTpyIHHUTENIbHO;

5. Co0Omronait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY;

6. UrHopupyii enuHu4Hbli HeratuB. OmHOpPa3oBbIE OCKOPOWTENBLHBIE COOOLICHUSI JIy4llle HWTHOPHPOBATH.
OOBIYHO arpeccusi MpeKpallaeTcs Ha HavyaJIbHOW CTaauu;

7. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMH COOOINECHUSIMH, B COLMAJIBHBIX CETAX €CTh
BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOINEHUI C ONpeNeIeHHbBIX aJIpeCcOB;

8. Ecnu ThI cBUzeTens knbepOyiumHra. TBOM IEHCTBUS: BBICTYIHUTH MPOTHB IMpECeIoBaTelNs, T0Ka3aTh €My,
YTO €ro JAEHWCTBUSA OLCHMBAIOTCS HETATUBHO, MOJAEP)KATh JKEPTBY, KOTOPOH HY)KHa IICHXOJOTHYECKas
MOMOIIb, COOOIINUTH B3POCIBIM O (PaKTE arpecCUBHOTO MOBEJICHHS B CETH.

MoOuabHbIi Tesnedon

COBpeMeHHBIe CMapT(i)OHBI " IJIAHIICTBI COACPKAT B cebe BITOJTHE BBPOCHLIfI (bYHKHHOHaJ'I, u TCICPb
OHM MOI'yYyT KOHKYpPUPOBAaTb CO CTAllMOHAPHBIMHUKOMIIBIOTECpaMU. OZ[HaKO, CpC€ACTB 3alIUTBI IJIA HOJIO6HBIX
YCTPOﬁCTB IIOKa OY€Hb MaAJIo. TGCTI/II.‘JOBaHI/Ie n TIOUCK YﬂSBHMOCTeﬁ B HHUX IIPOUCXOAUT HE TaK MHTCHCHUBHO,
KakK Oojid HK, TO K€ CaMO€ KacaeTcs U MOOUILHBIX HpHHO)KCHHﬁ.

COBpeMeHHBIe MOOUIbHEIE 6paysepLI YK€ TMPAKTUYCCKU JOOTHAJIM HACTOJIbHBIC aHAJIOru, OJITHaKO
pacmupeHue (bYHKHHOHaJ'Ia BJIEUET 3a coOoi 6OJ'IBH.IyIO CJIOKHOCTb U MCHBIITYIO 3allUIIICHHOCTD.

Hanexo He Bce NPOM3BOAUTENH BBIMTYCKAIOT OOHOBIICHUS, 3aKpPBHIBAIOLINE KPUTHUECKUE YSI3BUMOCTU
JUIsI CBOMX YCTPOMCTB.

OCHOBHBIC COBETBI JJIsL 0€30IMacHOCTH MOOUIBLHOTO Teﬂe(i)OHa:

Hwuuero He sBIsIeTcsl mMO-HACTOAIMIEMY O€CIUTaTHBIM. bBynb OCTOpOXKEH, BEIb KOTa TeOe MpeaiararoT
OeCILIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCITYTH;



Jymaii, npeske ueM otnpaButh SMS, Goto mnm Buaeo. Thl TOUHO 3HACIIL, TI€ OHU OYIyT B KOHEUHOM HUTOre?
Heo6xomumo 0OHOBIISTE ONEPAlMOHHYIO0 CUCTEMY TBOETO cMapT(OHa;
Hcnonb3yit aHTHBUPYCHBIE MTPOTPAMMBI 11 MOOMIJIBHBIX Tene(hOHOB;

He 3arpyxaii mpHIOXKeHHS OT HEU3BECTHOTO MWCTOYHHKA, BEIb OHH MOTYT COJEp)KaTh BPEIOHOCHOE
HporpaMMHOe o0OecriedeHue;

[locme TOro kak THI BRIMAEIIb C CaiiTa, TZI€é BBOAWJ JHYHYIO HWH(MOpPMAINIO, 32l B HACTPOWKH Opay3epa
ynaiu cookies;

[lepuognueckn npoBepsiii, Kakue IUIATHBIE YCIYTM AaKTUBHPOBAHBI HA TBOEM HOMEPE;

HaBaii cBoil HOMep MOOWIBHOrO Tene(OoHa TOIBKO JIIOJASIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpSCIIb;

Bluetooth nomkeH ObITH BBIKJIIOYEH, KOT/Ia Thl MM HE TMOJb3yelibcs. He 3a0bIBait WHOTIA MPOBEPATH 3TO.
Online urpsl

CoBpeMeHHBIE OHJIAWH-UIPBl - 3TO KpacodHble, 3aXBaTHIBAIOILME PA3BICUCHUS, OOBEAMHSAIOIINE
COTHH THICSY 4YEJIOBEK MO BceMy MHUPY. MIpOKH MCCIeNyIOT AaHHBIH MM MHp, OOWIAIOTCS APYT C JPYTOM,
BBIMIOTHAIOT  33JaHHA, CPAKAIOTCA € MOHCTpaMH M MOJY4YalOT ONBIT. 3a  YAOBOJIBCTBHE  OHH
IUIATAT:IOKYAIOT JUCK, OIUIAYMBAIOT A00OHEMEHT I IPHOOPETAIOT KAKHE-TO OILHH.

Bce 31u cpencTBa nayT Ha OAZIEpKAHUE U PA3BUTUE UIPHL, @ TAKXKE HA caMy 0€30IaCHOCTh: COBEPILIEHCTBYIOTCS
CHCTEMBl aBTOPH3alliH, BBITYCKAIOTCS HOBble HaT4yd (UHU(POBBIE 3aIUIaTKH JJISI MIPOTPaMM), 3aKPBIBAIOTCS
YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX urpax CTOUT oIacarbCA HE CTOJLKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaXhu TBOCTO IIapoJisd, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpU3ALINN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTU TBOEIO UTPOBOIO AKKAYHTA:
1. Eciin npyroii urpok Benet ceds III0X0 WK CO3/1aeT Tebe HEIIPUATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Homanyﬁca AIMUHUCTPATOPAM UTI'PHI HA IJIOXOC MOBECACHHUEC 2TOI'0 UI'POKaA, KCJIATCIbHO MMPUIIOXKUTL KaKHUE-TO
A0Ka3aTCJIbCTBAa B BUAC CKPUHOB;

3. He yka3pIBaii 1nuHyt0 HHGOPMAIUIO B TPOQaiiiie HrPHI;

4. YBaxail Jpyrux y4acTHHUKOB I10 UTPE;

5. He ycranapnuBaii Heo(uIHATbHbBIC TATYA U MOJIBI,

6. Micnionb3yii cl0XKHBIE M pa3HbIe TAPOIIH;

7. Jaxke BO BpEMsI UI'PHI HE CTOUT OTKIIFOYATh aHTUBHpPYC. I1oKa Tl Hrpaerib, TBOH KOMIBIOTEP MOTYT 3apa3UTh.
@OUIIMHT UM KPaka JUYHBIX JaHHBIX

OOBIYHOH KpaXkell IeHer U JOKYMEHTOB CErOJHS y>K€ HUKOTO HE YAWBHIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTHH 3JI0YMBILIUICHHUKU TEPEMECTUINCH B MHTEPHET, U MPOJOJIKAIOT 3aHUMATHCS "ITIOOUMBIM" 1EJIOM.

Tak mosiBUIacCh HOBas yrpo3a: HMHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, IJIaBHAS I1eJIb KOTOPOTrO
COCTOMT B TMOJYYCHHUH KOHGHUACHIMATBHBIX JAaHHBIX MOJB30BATENCH - JTOTMHOB W TMapojei. Ha anriuiickom
s3pIke phishing untaeTcs kak ¢umuHr (ot fishing - peiOHas noBIs, password - Tapoib).



OcCHOBHBIEC COBETHI 10 OOpKOE ¢ (PHUIIMHTOM:

1. Crmeam 3a cBoMM akkayHTOM. Eciau Thl Tojo3peBaelib, YTO TBOS aHKETa ObUIa B3JIOMaHa, TO
He00X0aMMO 3a0JIOKMPOBATh €€ W COOOIINTHh afMHUHHUCTPATOPaM pecypca 00 3TOM Kak MOXHO CKOpee;

2. I/ICHOHI)3yI>'I Oe3omacHbIe Be6-CaI7[TI:I, B TOM 4YHMCJIC, HTHTCPHCT-MAara3uHOB U IIOUCKOBLIX CUCTCM;

3. HCHOJ’IL3y1>i CJIOKHBIC W PpPa3HbIC IIapOJIn. Takum o6pa30M, ecau TeOs B3JIOMAarOT, TO 3JIOYMBIINUJICHHUKHA
nojry4datr OOCTYII TOJIBKO K OJHOMY TBOCMY HpO(bI/IJ'IIO B C€TH, a HC KO BCEM,

4. Ecnu TeOst B3MOMaM, TO HEOOXOAMMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC T0OABJICHHI Y TEOS
B JIPY3bSAX, O TOM, YTO TeOs B3IIOMal M, BO3MOXHO, OT TBOETO MMEHU OYIeT pacchUIaThCs CIaM M CCHUIKHM Ha
(bHUITHHTOBBIE CANTHI,

5. Ycranosu HaaexHbIH maposs (PIN) Ha MOOWIBHEIH TenedoH;
6. OTKJIIOUM COXpaHEHUE MapoJs B Opaysepe;

7. He oTkpbiBaii Qaiiibl U gpyrue BIOKEHUS B MUChMax, AaXe €CIU OHU MPHUIILIH OT TBOUX Apy3eH. Jlyuie
YTOUHH Y HUX, OTHPABJIUIN JIM OHU TeOe 3TH (Hailibl.

Hudposas penyranust

[udpoBas pemyramms - 3TO HETaTHUBHAas WM TIO3UTHBHAsS WHQOpPMAIHMs B CETH O Tebe.
Komnpomerupytommas napopMmanms, pa3MenieHHas B WHTEPHETE, MOXET CEpbe3HbIM 00pa3oM OTpa3uThCci Ha
TBOeil peampHOU xu3HU. "Lludposas pemyranus” - 3T0 TBOW UMUK, KOTOPBIA (hopMupyeTcst 13 HHPOPMAIAN O
TeOe B MHTEPHETE.

TBoe MecTo JKUTENbCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHUE, OCOOEHHOCTH XapaKTepa U paccKasbl O
ONMU3KKX - BCE 3TO HAKAIUIUBAETCS B CETH. MHOTHE TMOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJMKaIruu
nnyHOM nHpopmanuu B HTEpHETE, HE MOHMMAs BO3MOXKHBIX MOCIEACTBHI. THI 1ake HE CMOXKEIb JI0TaaThCs O
ToM, 4TO QoTorpadus, pa3MelmleHHas S5 JeT Ha3aja, cTaja NPUYMHON OTKaza MNpPUHATH Tedst Ha padoTy.
KommenTapun, pasmemieHne TBoMX QoTorpaduii ¥ Apyrue ACHCTBHS MOTYT HE HMCUE3HYTh JaKe I0Cie
TOrO, Kak Tbl HMX yIamumb. Thl HE 3Haemb, KTO COXpAaHWI JTy HWH(POpMANHWIO, IoNaja JH OHa B
MOMCKOBBIE CHCTEMBbl M COXpAaHWJIAch JHM OHA, a TIJABHOE: YTO MOAYMAlOT O Tebe OKPYXKAIOMHNE IO,
KOTOpBIE HAaWAyT W yBUAAT 3To. HaliTM MH(pOpPMAIMIO MHOTO JIET CHYCTS CMOXET JI000H - Kak M3 J0OpBIX
NoOYXIEHUH, TaK U C HAMEPEHUEM NIPUYMHUTH Bpell. DTO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIUTE ITUPPOBOIA PEITyTAIHH:
1. [Togymaii, Ipesk/ie YeM UTO-TO MyOIMKOBATh M TIepeaBaTh y ce0s B 0J10Te WX B COMMAILHON CETH;

2. B Hactpoiikax npo¢uis YCTaHOBH OIPaHUYCHHUS HaA IPOCMOTP TBOETO MPOQUIS M €ro COACPKUMOTO,
caenai ero TOJIbKO "mis apy3en";

3. He pa3memaii 1 He ykasbiBaili WH(pOPMAIMIO, KOTOPass MOXKET KOro-JIM0O OCKOPOJIATH MIIH OOMKATh.
ABTOpCKOE MPaBo

CoBpeMeHHBIE IIKOJIBHUKH - aKTUBHBIE IOJIb30BaTend IudpoBoro npocrpancrsa. OAHAKO JaleKO HE
BCE 3HAIOT, YTO TIOJIb30BAaHHE MHOTHMH BO3MOXKHOCTSIMH NH(QPOBOrO0 Mupa TpeOyeT cOONIOJeHHs IpaB Ha
VHTEIJIEKTYaJIbHYIO0 COOCTBEHHOCTb.



TepMuH "UHTEIICKTyalbHass COOCTBEHHOCTH" OTHOCHUTCS K pa3jIMYHBIM TBOPEHHUSAM YEIOBEYECKOIO
yMa, HayWHas C HOBBIX HM300pETEHU ¥ 3HAKOB, 0003HAYAIONIMX COOCTBEHHOCTHh HA MPOJYKTHI U YCIYTH, U
3aKaH4YMBas KHUTaMHu, (OTOrpagusIMu, KHHOPUIEMAMHU H MYy3bIKAJILHBIMU TTPOU3BEICHHUSIMH.

ABTOpcKHE TMpaBa - 3TO IpaBa Ha WHTEIUICKTYAJIbHYI0 COOCTBEHHOCTh Ha MPOW3BEICHUS HAYKH,
JUTEpaTypbl © HCKYCCTBAa. ABTOpPCKHE TIpaBa BBICTYNAIOT B KayeCTBE rapaHTuu TOTO, 4TO
WHTEIIEKTYaJ bHBIN/TBOPUECKHA TpyA aBTopa He OymeT HampacHBIM, JacT €My CIpPaBeUIMBBIE BO3MOYKHOCTH
3apaboTaTh Ha pe3yJbTaTaX CBOCTO TpyJAa, MOJYYUTh HM3BECTHOCTh W mNpu3HaHWe. Hukto 0e3 paspemeHus
aBTOpa HE MOXXET BOCIPOW3BOAWTH €ro MPOU3BEICHHE, PACIPOCTPaHATh, MyOIMIHO JIEMOHCTPUPOBATH,
MpoJiaBaTh, HWMIIOPTUPOBATH, IIyCKaTh B TMPOKAT, IYOIWYHO HWCHOJHATH, ITOKA3BIBATH/HCIIONHATE B 3dupe
Wiy pasmeniats B UHTepHeTe.

Hcnonp3oBanue "mUparckoro” MporpaMMHOTO OOECIICUCHHS MOXET MPUBECTH K MHOTUM PHCKaM: OT MOTEPH
JTAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOETO YCTPOWMCTBA, TJie YCTAHOBJICHA HEJCrajbHas Iporpamma.
He crour Taxke 3a0bIBaTh, 9YTO CYMIECTBYIOT JieTaldbHble W OECIUTaTHBIE IPOTPAMMBI, KOTOpPBIE MOXKHO
HaWTH B CETH.

O nopraJie

CereBUYOK.pd - TBOW TIIaBHBIN COBETYMK B CETH. 3ECh THI MOXKEIIb y3HATh O OE30MacHOCTH B CETH
IOHATHBIM W OOCTYIIHBIM SA3BIKOM, a4 IPHW BO3HHKHOBCHHUUN KpI/ITI/I‘-IGCKOI\/'I CUTyaluu O6paTI/ITBC5I 3a COBCTOM.
A TakXe TPUHITH Y4acTHe B KOHKYpCax M CTaTh CaMbIM IM(POBBIM TpaskAaHUHOM!



